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eBPF
extended BPF

extended because it’s not just packets anymore

Berkley Packet Filter



user-space

kernel

BPF_MAP_CREATE
BPF_MAP_LOOKUP_ELEM
BPF_MAP_UPDATE_ELEM
BPF_MAP_DELETE_ELEM
BPF_MAP_GET_NEXT_KEY

http://bit.ly/bpf_map_types 📎

BPF_PROG_TYPE_SOCKET_FILTER 
BPF_PROG_TYPE_KPROBE

BPF_PROG_TYPE_TRACEPOINT
BPF_PROG_TYPE_RAW_TRACEPOINT

BPF_PROG_TYPE_XDP
BPF_PROG_TYPE_PERF_EVENT
BPF_PROG_TYPE_CGROUP_SKB

BPF_PROG_TYPE_CGROUP_SOCK
BPF_PROG_TYPE_SOCK_OPS

BPF_PROG_TYPE_SK_SKB
BPF_PROG_TYPE_SK_MSG

BPF_PROG_TYPE_SCHED_CLS
BPF_PROG_TYPE_SCHED_ACT

📎 http://bit.ly/bpf_prog_types

How does eBFP work?
BPF Source

BPF ELF

compile

bpf()

load

Verifier

BPF

Maps

Maps
data

kprobe uprobe
static 

tracepoint
perf events XDP Socket filter

http://bit.ly/bpf_map_types
http://bit.ly/bpf_prog_types


Aggregate events at kernel level 

and deal with just a few 

instead of thousands of them
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BPF and eBPF In today’s world
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Today’s world BPF: seccomp-bpf
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Today’s world BPF: tcpdump

-d means: Dump the compiled packet-matching code in a human readable form

Does this ethernet frame contain an IPv4 Packet (ethertype 0x800? And the 
protocol is TCP (0x6) ?

Initialize packet  and frame offset to “x”

Is src (x+14) on port 80 (0x50)?

Is dst (x+16) on port 80 (0x50)?

When a match Is found return the snap len, 262144,
It can be set with the -s parameter
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Open Source tools using eBPF

Tool Description GitHub

Falco Container Runtime Security https://github.com/falcosecurity/falco

BCC Makes eBPF programs easier to write https://github.com/iovisor/bcc

bpftrace High-level tracing language for eBPF https://github.com/iovisor/bpftrace

bpftrace for Kubernetes! https://github.com/iovisor/kubectl-trace

API Aware Networking and Security using BPF and XDP https://github.com/cilium/cilium

https://github.com/falcosecurity/falco
https://github.com/iovisor/bcc
https://github.com/iovisor/bpftrace
https://github.com/iovisor/kubectl-trace
https://github.com/cilium/cilium
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Performance analysis is a quantitative and 

systematic approach to identify performance 

issues in a software by doing:

What is performance analysis about?

● Measurement of time
● Measurement of space
● Measurement of complexity

● Profiling
● Code Instrumentation
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What about Kubernetes ?
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Just use a container
👏 A sidecar container sharing 

the process namespace
👏 You just provide an image 

with an eBPF loader and 
program in it

👏 Not extremely generic but 
does the job!

👏 A very flexible approach!
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Want 
something 
more generic?
👏 Here’s an experiment I’ve been working with

@leodido
👏 It loads eBPF ELF objects using a CRD
👏 Same as the container example but you don’t 

have to write the loader
👏 Exposes a Prometheus endpoint

YAML ENGINEERING
https://yaml.engineering

https://yaml.engineering/
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pkts.c
👏 Counts all the packets
👏 Uses a map to keep a 

counter
👏 It’s an HASH map so that 

it can assign the 
counter to a packet type

 



# HELP test_packets No. of packets per protocol (key), node
# TYPE test_packets counter
test_packets{key="00001",node="127.0.0.1"} 8
test_packets{key="00002",node="127.0.0.1"} 1
test_packets{key="00006",node="127.0.0.1"} 551
test_packets{key="00008",node="127.0.0.1"} 1
test_packets{key="00017",node="127.0.0.1"} 15930
test_packets{key="00089",node="127.0.0.1"} 9
test_packets{key="00233",node="127.0.0.1"} 1
# EOF

ip-10-12-0-136.ec2.internal:9387/metrics

# <- ICMP
# <- IGMP
# <- TCP
# <- EGP
# <- UDP
# <- OSPF
# <- ?



BPF 

runner
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syscall

eBPF 
program

...

user-space

kernel

eBPF 
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Here’s the evil plan

:9387/metrics :9387/metrics

Get the code! 
github.com/bpftools/kube-bpf

https://github.com/bpftools/kube-bpf


kubectl-trace

eBPF tracing in the kubectl!
https://github.com/iovisor/kubectl-trace

The kubectl trace plugin
Your bpftrace program

The node where to run it in your cluster

Attach the terminal to the program’s TTY

https://github.com/iovisor/kubectl-trace


kubectl-trace

eBPF tracing in the kubectl!

Run bpftrace program (from file)

Ctrl-C tells the 
program to
plot the results 
using hist()

The output histogram

Maps

https://github.com/iovisor/kubectl-trace

https://github.com/iovisor/kubectl-trace


demo



There’s a book!
Wait wait wait wait!

👋 From me and David Calavera
👋 Almost published
👋 Preorder on Amazon.com, DO IT!
👋 Early Release on O’Reilly Safari
👋 Foreword by Jessie Frazelle 
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Computer people loves acronyms

BPF: Berkley Packet Filter

eBPF: Extended Berkley Packet Filter

CRD: Custom Resource Definition (Kubernetes)

All the acronyms



Thanks. 👋
Reach me out @fntlnz on twitter & github!

https://twitter.com/fntlnz
https://twitter.com/fntlnz
https://github.com/fntlnz

